GSISSH-Term

GSISSH-Term is a Java based terminal client application for accessing the Grid.

Users have to place the required grid certificates appropriately in their machine before they can
access grid. Please follow the following steps:

Prerequesties:

Jdk version 1.5 or Above.If you don't have you can go to
"http://www.oracle.com/technetwork/java/javase/downloads/index.html" and download the latest
verion and install.

After the installtion of jdk click the below link and download the GSISSH-Term tool. It will start
downloading the tool and install in your system.

Download GSISSH-Term: http://portal.garudaindia.in/gsisshterm/jws.jnlp

Step 1:
Once the installation of completed ,Go to Start ->All Programs -> GSI-SSHTerm.You will get the
following window.Accept the policy and click on run.

Security Warning

Do you want to run this application?

Name: GSI-SSHTerm
' Publisher: UMKMNOWT

From: http: v, grid. rz. de

Risk: This application will run with unrestricked access which may put your computer and
personal information at risk. Run this application only iF you trust the publisher.

Mare Information

select the box below, then click Run to start the application

{ aciept the risk and want to run this application. @ Cancel

&2 Show Options




Step 2:
Accept the policy and click on run again.

Security Warning g]

Do you want to run this application?

Mame: JCE DK 1.3
' Publisher: LMNEROWT
- h
Fronm: http: fivaee, grid. lrz.de

Risk: This application will run with unrestricked access which may put wour computer and
personal information at risk. Fun this applicaktion onlyw if wou trusk Ehe publisher.

More Information

Select the box below, then click Run to start the applicatis

cepk the risk and wank bo run Ehis application [ Cancel

@ Show Options

Step 3:
Now go to File and Click on New Connection.

=! GSI-SSHTerm_IGE_for_PRACE_DGRID_LRZ

Views  Tools Proxy Help

] Mew window A+

4

= Print Ale+F
Print Preview  Al+E

& Exi At




Step 4: In Host to Connect to window enter "gridfs.ctsf.cdac.org.in” and Click on Advanced
Button.
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Connect to host...

Host to Connect to: | gridfs.ctsf.cdac.org.in

(Advancedj Cancel ][ Ok ]
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Step 5: In Host tab Enter your Garuda user name and leave other settings as it is. (See the below
picture)



Connection Profile

i Prosey | Commands || Terminal || 51 Defaulks | %

Hostname
2 gridfs, ctsF,cdac.org.in
Fark

2222
tIsernarne
jibing4s
Authentication Methods
? :, <Showe available methods = -

|gssapi-kevex
evboard-interactive

|gssapi-with-rnic
|publickesy

Deleqation Type: Full o

Prasy Type: RFC Impersonation

Proxy Lifetime (hours): 12

Sawe Grid Proxies ta Disk

[ Conneck ]I Cancel ]

Step 6:
Go to GSI Defaults tab and select Browser from Authentication Order "Use" pane and place in
"Dont Use" pane.Also in PKCS12 section click on Browse to Locate your IGCA certificate.
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File Edit Miew
| = Host | Proxy | Commands || Terminal | 551 Defaults |

Authentication Order:

Lse: Dant Use:

Disk. Proxy . Applet Param
pemfusercred,pl2 350

COther Methods

Authentication Defaults:
My Prowy:
Username: | jibing4s
Hast: |aridfs.ctsF.cdac.org.in
Part: 751z
Browser:

Brawser:

B H

= GSI-SSH Connection Profile ﬂ E dﬁ

PRCS1Z:

File: | or\DesktopiIaCa_JIBINL.pl2 |

:’

[ Conneck ][ Cancel l

Step 7:
Go to the location where you have kept your IGCA certificate and click on it to Open.

Note: Follow the below guide to export your IGCA cert (.p12 or .PFX) from the browser,
http://ca.garudaindia.in/index.php/information/fag/export-the-certificates-obtain-pfxps12-file/




E;GS SSHTerm. Connection Profile

File Edit View

- | |! e T .“--.
[ Host | Prowy | Commands | Terminal | G5I Defaults | x|
o alB | | Tormnal] L.

Authentication Crder:

=1 Select Certificate File For Authentication

Loak in: |@ Desktop

h":'| Ty Documents
| j Iy Carmputer
My Recent W) My Network Places
Documents ﬁ 4200c

= £% 1504 _TBINLpl2
E:

L

My Docurnents

[y Computer

@

File narne: iIGCP._JIBINl.plZ | [ Open ]
Iy Netwnrk

Places Files of tvpe: | pfx and p12 files (.p12, .pfx) w | Cancel

| ([es—— )

Step 8:
After the above two steps the window will look like the below picture.And click on "Connect".




Rt onnection Profile
Fil=  Edit  Wiew

|leCa@al

| Host | Proxy Commands '-I'erminal.i GS5I Defaulks |_><

Authentication Order:
Lse: Dont Use:

Disk, Proxw Applet Param

.pemjusercred.plz S50
Other Methods

Authentication Defaulks:
MyProxy:

| P |
Usernarne:  |jibing45 |

Hosk:

Fork: [

Erowser:

Erowser:

DM;

PECS12:

Fil ior'l,Desktop'l,IGCA_JIBINI.|:|12| Brawse. .. ]

l Conneck ]l Cancel ]

Step 9:
In the next window Enter your passphare(password used while exporting the IGCA certificate from

the browser) and Click on "Use Certificate".
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File  Edit
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|i |gridF: «chsfiedac.org.in: 2222

AEE)

Wiew Tools Proxy Help
Ea»E o B e By T R |
d Certificate/Proxy needed for Authentic... E] il
Certificate: wrong passward?
Retrieve Credentials from MyProxy:
= | Host: gridfs.cksf. cdac.org.in

Account Mame: |jibing45

Passphrase:

Lse MyProxy

@ =& a Grid certificate in pkes12 Format:

lename: CiiDocurnents and Set||  Browse, ..

, Search for certificates in Internet Explorer or Firefox:
[ Use Certificate From Browser ]
ey

[ Cancel ” Try Another Method l
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Step 10:

You will get a message like below ,Click on OK.
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e The server refused to start start 211 Farwarding!
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Step 11:
Now you are connected to Garuda Head machine and It look like the below picture.

' G51-SSHTerm_IGE_for_ PRACE_DGRID_LRZ [gridfs.ctsf.cdac.org.in]
File Edit Wiew Tools Proxy Help

CaH8a »E R B 9 X 75

iilﬁ:llfs.ctsF.cdac.org.in:2222 |jibin845 Uk rover:

b
Conneched r'i




NOTE:

While performing Step 9 if it not getting connected or if you see the following/similar error
message window.

GS5I-55HTerm Authentication

T use this PKCS#12 file you need to install the Java Cryptagraphy Extension (JCE) Unlimited Strength Jurisdiction Policy Files
(e http:)fiava.sun.com/fjavase /downloads/index, jsp For Java & and https//java. sun.com/javase/downloadsfindex_jdkS.jsp for Java 5); exception decrypting data - java.security Invalidk

Details |

In this case, you need to install two additional jar files named local _policy. jar and
US_export_policy.jar, from Sun (watch out: files with identical names but different content
are already present on your local computer!). A copy of these files, providing a subset of the
supported functionalities (only supporting up to 512 bit security, but not 1024 bit encryption), is
already included in your local JDK and JRE. However, the complete version is not provided directly
due to import control restrictions. To use a PKCS12 file, the complete version is necessary. Please
kindly download the following two files and replace your local copies of these files with the new
ones provided by the following links:

A http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-
downloads-java-plat-419418.html#jce_policy-1.5.0-oth-JPR (for IDK/JRE 1.5)

A http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-429243.htmi(
for IDK/JRE 1.6).

A http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html(
for IDK/JRE 1.7)

Extract the two jar files and copy them to
A {JIRE_installed _directory}/lib/security if JRE is installed
A {JIDK_installed_directory}/jre/lib/security if JDK is installed



